
 

Recognizing and 
avoiding scams  

Affinity Fraud 
“But, I knew them from my church, so I thought I could 
trust them.”

This type of investment fraud exploits the trust and friendship that 
exists in groups of people who have something in common, such 
as religion or ethnicity communities, social clubs or professional 
groups. The fraudsters who promote affinity scams frequently 
are – or pretend to be – members of the group. They often enlist 
respected leaders (who may be unsuspecting victims) from within 
the group to spread the word about the scheme, by convincing 
them that a fraudulent investment is legitimate and worthwhile. 
The resulting sense of affinity and trust allows fraudsters to more 
effectively lure their victims into a fraudulent investment. 

Ponzi Scheme
“My money was not being put into an investment like I was 
told, it was being  used to pay returns to earlier investors.”

There is a promise of high rates of return with little or no risk to 
investors. Unknown to the investors, returns are paid from their 
own money or money paid by new investors, rather than from  
profit. There is no legitimate investment. This scam will  
usually pay promised returns to early investors, as long as new 
investing occurs. These schemes always collapse on themselves 
as new investments eventually stop and investors can lose some 
or all of their money. 

Forex Scam
“It seemed like an easy and exciting opportunity. The 
trader said they had a great track record and their ads 
looked legitimate.”

Forex, FX or foreign exchange is essentially the trading of 
foreign currencies. Victims are often solicited through online or 
newspaper ads and the marketing is typically very aggressive, 
with an objective to make investors feel that they can easily 
become Forex experts and make large profits quickly. In reality, 
Forex trading is a complicated process, requiring professional 
training and experience with using very advanced software. 
Forex scams typically guarantee little or no risk and high returns, 
and use unregistered dealers or brokers based outside of 
Canada, making it difficult or impossible to recover any losses or 
deal with a possible dispute. In many cases, the funds are not 
invested in anything, but simply stolen by the fraudster. 

Binary Options Scam
“Trades happen so fast and there are only two options – 
you either win or you lose.”

Binary options are like bets on how an asset (currency, stock, 
etc.) will perform in a limited amount of time – they are “all or 
nothing” wagers, similar to gambling. Even when investors see 
virtual gains, they often cannot access these profits as they 
don’t exist. Typically lured in through enticing online ads, emails 
or social media, binary options trading platforms promote higher 
than average returns for a small amount of work. Investors are 
required to create a trading account, supply their credit card and 
other personal information, and make an initial deposit before 
they start trading. Investors are often unaware that many of the 
trading platforms operate from servers overseas; purchasing 
these options may put any money “invested” at significant risk 
with limited ability to protect or retrieve funds because they have 
been sent offshore.

New forms of investment fraud appear 
every day. However, most are a variation 
of one of the following common scams: 
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Pump-and-dump Scheme
“I bought into a stock based on recommendations that were 
misleading and exaggerated, but it ended up being just a hype in order 
to drive the stock price higher.”

The potential investor receives an email or a call promoting or “pumping” an 
incredible deal on a low-priced stock. What investors may not know is that 
the promoter likely owns much of this stock. As more investors buy shares, 
the value of the stock skyrockets. Once the share price hits a peak, the 
scam promoter sells or “dumps” their own shares and the value of the stock 
plummets, leaving investors with worthless shares.

Charity Scams or Investing in the Next Big Thing
“The company said it had a vaccine that was about to be FDA 
approved.”

Scam artists often take advantage of natural disasters and big news items 
when designing their fraud. The fraud could prey on your generosity by 
convincing you to donate money to a non-existent charity. Alternatively, the 
“opportunity” could be presented as an investment in an emerging industry, 
such as a company with a new vaccine or technology in response to a crisis.

It’s important to use caution before becoming involved. There are usually few 
facts available on these companies or charities, which makes it easy for scam 
artists to spread false information.

Recovery Room/Reload Scheme
“They said I had an opportunity to make back what I lost and more.”

 
Once a person has been the target of a scam, they may be targeted again 
in what is known as a recovery room or reload scam. Based on a study by 
the Canadian Securities Administrators, approximately 25 per cent of fraud 
victims are defrauded again. In recovery room schemes, the person who 
defrauded the individual the first time may keep their information or sell it 
to another scam artist or criminal organization. After some time has passed, 
they are contacted again, either by the first scam artist or by someone else. 
They will offer to buy the shares purchased in the initial scam at an inflated 
price. In order to receive the money, investors are instructed to first pay a fee 
for this service/transaction. Once the fee is paid, the scam artist takes the 
money and runs – the victim has been scammed again. 

Don’t be a victim of investment 
fraud

Follow these tips to help protect your money:

 N Do your homework before investing.  
No matter who is recommending or 
offering you the investment, be sure to 
check it out before making a decision to 
invest. 

 N Check registration.  
With limited exceptions, in order to sell 
securities legally in Alberta, an individual 
or company must be registered with the 
Alberta Securities Commission. You can 
do a quick and free registration check 
by going to www.aretheyregistered.ca 
or by contacting the Alberta Securities 
Commission directly.

 N Ask questions and check the answers.  
Be certain that you understand what 
you are investing in and be sure to ask 
questions if you don’t. 

 N Don’t be drawn in by appearances.  
A smooth-talking salesperson, and 
professional-looking marketing materials 
and websites don’t guarantee a sound 
investment opportunity. 

 N Get educated.  
Educating yourself about investing is a 
great way to help protect your money. 
To get started you can find a lot of free 
information about investing on the ASC’s 
website (www.checkfirst.ca).



Don’t be
fooled
by fraud.
A GUIDE TO PROTECTING YOUR 
HARD-EARNED MONEY.



Investing can be part of a healthy financial 

future, providing you with greater personal 

freedom, a healthy retirement, a sense of 

security or the ability to afford the things 

you want in life.

Investment fraud can 

jeopardize those goals, 

but there are ways that 

you can protect yourself. 

This book is one tool to 

help you build a stronger 

financial future.
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Investment scams are a dime a dozen, but did you know that many 

fraudsters follow a series of steps that are easy to identify if you know 

what to look for? It’s a playbook of sorts — while the scam may look 

different on the surface, the plays are mostly the same. 

WANT TO KEEP YOUR MONEY SAFE? Discover the steps 

fraudsters rely on and learn how to help your friends, family  

and yourself stay clear from investment fraud.

To stop it, you need to understand it.
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No one cares 
more about your 
money than you. 

Investments are a 
great way to grow 
your wealth over time, 
and having a financial 
plan, knowing how to 
talk to advisers and 
doing your research 
are important steps to 
achieving that (for more 
information on how, visit 
CheckFirst.ca). Without 
a plan, you may be 
exposed to fraudsters 
who will exploit your 
fears or anxieties. 
Always take the time to 
research and verify any 
investment or product.

Anyone can  
be a target.

Regardless of age, 
investment knowledge 
or level of wealth, 
fraudsters apply their 
playbook strategy to 
anyone whose trust 
they think they can 
win. In addition to 
using email, phone 
calls, social media 
and other channels, 
fraudsters may exploit 
people you know so 
they unintentionally 
bring the scam to you, 
which is why doing 
your own research is 
key to wise investment 
decisions.

Identify.  
Avoid.  
Prevent. 

This playbook contains 
seven key steps that 
every fraudster takes 
to identify targets, 
gain their trust, and 
ultimately, steal their 
money. First, learn 
what they do. Then 
identify what you can 
do to protect yourself 
and prevent others 
from being scammed. 

Report it! 

Fraudsters work  
quickly with their 
investment scams. 
Whether you think 
you were offered an 
investment opportunity 
that could be a scam, 
notice a friend or 
family member that 
may be in trouble, 
or you or someone 
you know lost money 
to fraud, don’t keep 
it to yourself. Report 
your suspicions to the 
authorities – at any 
stage. You can help 
stop fraudsters and 
save someone else  
from being a victim  
in the future.

Before you 
read on, 
remember:
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Fraudster’s 
Playbook Steps
What’s lurking behind those smiles and their 

smooth sales pitch? These seven steps take you 

inside the mind of a scammer and their schemes.
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Identify potential victim(s) 
for the scam

ST E P  O N E :1

FRAUDSTER’S PLAYBOOK STEPS6



•  Capitalize on current events, 
trends, and economic downturns 
to uncover potentially vulnerable 
targets. 

•  Identify targets by leveraging 
common fears or anxieties like 
unemployment, insufficient retirement 
savings and FOMO (fear of missing 
out) on a money-making opportunity.

•  Initiate communication through 
online ads, emails, phone calls, letters 
or in-person interaction at community 
or group events — which may include 
using friends or family as camouflage 
for a scam.

What THEY do:

•  Be cautious around investment opportunities 
based on current events or trends.

•  Be aware that emotional investing based on 
fears or anxieties without a financial plan can 
make you vulnerable to fraudsters — stick to your 
financial plan.

•  Remember that money invested in an 
uncertain or higher risk opportunity should 
only be money you can afford to lose.

•  Be wary of any communication or individuals you 
don’t know who approach you with opportunities, 
or try to get close to you too quickly.

•  Know that financial decisions that are right for 
your friends and family may not be right for you.

What YOU can do:

STEP ONE: IDENTIFY POTENTIAL VICTIM(S) FOR THE SCAM 7



Befriend and  
earn trust

ST E P  T W O :2

FRAUDSTER’S PLAYBOOK STEPS8



STEP TWO: BEFRIEND AND EARN TRUST 

•  Cultivate quick friendships with  
the target, communities or groups.

•  Develop trust through rapidly 
evolving friendships and frequent 
contact.

•  Use respected members in a 
group to facilitate introductions.

•  Begin providing advice to establish 
a reputation as a reliable resource 
and authority.

•  Create boundaries for your  
personal finances and private 
matters, whether that’s at work, at 
family gatherings or even at a place 
of worship. 

•  Be wary of new friends or 
acquaintances that take an 
immediate interest in your 
financial wellbeing.

•  Don’t automatically trust a new 
acquaintance that comes through a 
friend, family member or community.

What THEY do:

What YOU can do:
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Drop hints or showcase 
the benefit of an “investment”
opportunity

ST E P  T H R E E :

3

FRAUDSTER’S PLAYBOOK STEPS10



STEP THREE: DROP HINTS OR SHOWCASE THE BENEFIT OF AN “INVESTMENT” OPPORTUNITY 

•  Flaunt wealth and success 
while openly and frequently 
talking about how it was 
achieved.

•  Casually mention the 
opportunity and its high 
returns with little to no risk. 

•  Provide “returns” to a few 
early investors, such as your 
friends or family, to support 
their claims. 

•  Do not let the showcasing or promise of wealth impress 
you — it may not be real, or it may be funded by 
money stolen from others.

•  Wealth achieved through high-return investments with 
little to no risk is the BIG red flag of investment fraud. 
Stay away from anything like this.

•  Do not easily accept your friends’ or family’s 
claims that they researched the investment. 

•  Research any investment opportunity to make sure it is 
legitimate and right for your investment goals. Keep to 
your plan!

•  Check the registration and enforcement history of the 
individual or firm at CheckFirst.ca to ensure they are 
legally allowed to offer the investment .

What YOU can do:

What THEY do:
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Offer the investment 
opportunity

ST E P  F O U R :4

FRAUDSTER’S PLAYBOOK STEPS12



•  Tap into the fears or interests of the  
target so that they feel a personal connection 
to the investment.  

•  Create a sense of urgency or intimacy  
to make the offer more attractive through:

 o  Time-sensitive offers — restricts your 
ability to research the opportunity/gives 
you less time to talk it over with those  
you trust.

 o  Exclusive offers/insider tips  
— secrecy increases appeal and 
discourages you from discussing with others 
who might ask questions.

 o  Guaranteed high returns with little to  
no risk — appeals to those who are  
risk-averse but want bigger returns.

 o  Offshore and tax-free investments  
— to avoid legitimate taxes on capital gains 
from investments.

 o  Personal connections — using friends or 
family to make the investment opportunity 
seem safe and appealing.

 o  Celebrity endorsements — creates 
immediate trust, whether the celebrity is 
involved or not.

•  Be wary of any friend, acquaintance or new 
contact who tries to sell you an investment based 
on your financial circumstances or anxieties. 

•  Recognize that the offer could either come from 
a face-to-face connection, or that you may never 
see the person trying to get your money. Fraud 
works both ways.

•  Know how to identify the red flags of investment 
fraud at CheckFirst.ca. If someone is offering you 
an investment that sounds too good to be true, it 
usually is.

•  Always do your own research, no matter 
who recommends the investment.

•  Check the registration and enforcement history  
of the individual or firm offering the investment  
at CheckFirst.ca, and instruct your friends and 
family to do the same. It takes a few minutes 
and could save you thousands of dollars and 
emotional stress.

•  Contact the ASC if you feel you or someone 
you know could potentially be involved with an 
investment scam. Better to be safe than sorry.

What YOU can do:

STEP FOUR: OFFER THE INVESTMENT OPPORTUNITY 

What THEY do:
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Receive money 
for the investment

ST E P  F I V E :5

FRAUDSTER’S PLAYBOOK STEPS14



STEP FIVE: RECEIVE MONEY FOR THE INVESTMENT

•  Frequently communicate 
with the potential target 
until money is handed over for 
the so-called “investment”.

•  Provide paperwork with 
unclear and confusing 
information that makes the 
investment look legitimate but 
hard to validate.

•  Make themselves  
available and respond 
quickly to ensure the target 
does not get cold feet.

•  Be skeptical of anyone demanding your money 
immediately for an investment — do not allow yourself 
to be rushed into any investment.

•  Do not sign anything you do not understand  
or haven’t read in full.

•  Make sure to review contracts and paperwork 
thoroughly for red flags and inconsistencies. 

•  ALWAYS check the registration and enforcement  
history of any individual or firm offering you an  
investment opportunity before handing over your  
hard-earned money. 

 o  By law, anyone selling investments must almost 
always be registered in the province they are selling 
in. If they claim they are offering the investment 
under an exemption, use the Contact Us page on 
CheckFirst.ca. We can help you understand what an 
exemption is and if it is valid in this circumstance.

•  Review the investment with a trusted person not 
involved in the investment, like a lawyer, an accountant 
or your financial adviser.

•  Do not invest until you have done your research and 
have satisfactory answers to all your questions.

What YOU can do:

What THEY do:
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 Disappear  
(the Ghosting Act)

ST E P  S I X :

6

FRAUDSTER’S PLAYBOOK STEPS16



STEP SIX: DISAPPEAR (THE GHOSTING ACT)

•  Refuse to give money back to the 
target when requested, or according 
to a previously agreed upon 
schedule, and provide excuses for 
why it is inaccessible ‘at the moment.’ 

•  Reassure the target that money will 
be available at a later date and that 
the investment is solid.

•  Request additional investment 
money for the supposed long-term 
benefit of the investment.

•  Ignore the target and stop 
responding to inquiries if they 
continue to ask for their money back, 
or ask for more details.

•  Do not provide any additional money 
to the individual or firm if you have any 
concerns. 

•  Collect all the information, paperwork and 
relevant details of the investment and the 
individual or firm offering it to you.

•  Contact the ASC right away if you suspect 
something is not right with your investment, 
and provide all documentation you have to 
help us with our investigation.

•  Share what is going on with you with a trusted 
family member or friend — do not isolate 
yourself. Reach out for support.

What YOU can do:

What THEY do:
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Target the victim again 
(the Recovery Act)

ST E P  S E V E N :7

FRAUDSTER’S PLAYBOOK STEPS18



•  Sell the victim’s information 
to another fraudster or criminal 
organization.

•  Contact the victim and offer to 
reclaim the investment through a 
lawsuit or other means for a fee.

•  Incentivize the victim with 
inflated price offers for the 
investment they own, but charge  
a fee labelled as taxes or a 
service fee.

•  Disappear once the victim 
provides more money.

•  Do not be fooled by recovery agencies 
or individuals who contact you saying 
they can recover your money for a fee. 

 o  Credible agencies and organizations 
like the ASC, police services and the 
RCMP will never ask you for money 
to continue investigations or retrieve 
your money.

•  Do not be fooled by anyone with a 
vested interest in your “investment” 
— paying any money to sell your 
own “shares” or recover your own 
investment is a BIG red flag.

•  Report anyone contacting you after 
being defrauded to the ASC.

What YOU can do:

STEP SEVEN: TARGET THE VICTIM AGAIN (THE RECOVERY ACT) 

What THEY do:
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Don’t take anything
at face value.

Congratulations on learning the seven steps of the 

fraudster’s playbook. If you understand these steps, you’ll 

be able to recognize and avoid scams and be able to take 

action no matter the situation you find yourself in.

PART OF A HEALTHY FINANCIAL FUTURE MEANS 

DOING YOUR RESEARCH BEFORE YOU INVEST.
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You are taking the right step by learning the fraudster’s 

strategy. In addition to this playbook, you can also visit 

CheckFirst.ca for a wealth of investing information, blogs, 

and videos. There you can increase your knowledge about 

finance, investments and how to manage your money 

through every stage of your life – as well as even more 

information about the different types of fraud out there. We 

update regularly to inform Albertans of any new scams we 

are seeing, so check in often or follow us on social media.

CheckFirst and this playbook are brought to you by the Alberta Securities Commission 
(ASC). The ASC is the regulatory agency responsible for administering the province’s 
securities laws. Our mission is to foster a fair and efficient capital market in Alberta and 
to protect investors. We’re here for you.

Knowledge is power.
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If you have serious concerns 
about how your investments or 
securities have been handled, 
a company you have invested 
in, or you believe a company 
or individual has breached 
securities law, visit the ASC 
enforcement complaint system 
on albertasecurities.com or 
call our inquiries line toll-free 
at 1-877-355-4488. We are 
here to help. And even if you 
haven’t been fooled by fraud, 
report it. The next person 
targeted might not recognize 
the plays and you can be a 
part of fighting fraud. 

Suitable complaints  
for the Alberta Securities 
Commission:

• Securities fraud

• Investment fraud

• Insider trading

• Stock promotion

• Selective disclosure

• Unregistered individuals

• Ponzi schemes

Complaints relevant  
to other organizations: 

•  CRA Scams — CRA, 
Canadian Anti Fraud Centre 
or RCMP

•  Insurance products  
— Alberta Insurance Council

•  Consumer fraud  
(e.g, buying fake brands, 
products on Kijiji, etc.)  
— Service Alberta or  
the Competition Bureau of 
Canada

• Trading issues — IIROC

•  Most investment/ 
financial advisors 
(registered representatives, 
dealing representatives)  
— MFDA or IIROC

• Lottery issues — AGLC

If you’ve been scammed or feel you or someone 

you know has been targeted by a fraudster, you 

should always report it.

Think a fraudster is using
the playbook?

To file a complaint with the ASC visit albertasecurities.com/complain-or-report
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|’m here
to helP yOu.

comPletely
risK-fReE.

tHis is A
GrEaT

OPpORtUNITY!

23



before investing, CheckFirst.ca

(toll free) 1-877-355-0585



We would all like to find a great investment that guarantees financial security, but 
unfortunately some offers are just too good to be true. If an investment opportunity  
you’re interested in sounds like any of the examples below, be sure to CheckFirst before  
you invest – the investment might be a scam.

GUARANTEED HIGH RETURNS – NO RISK!
Guaranteed high returns with no risk – All investing  
involves some level of risk. Generally, the higher the risk, 
the higher the potential return of an investment. But, 
accepting more risk by no means guarantees that return  
on investment will be higher – no one can offer you a 
guarantee on an investment.   

OFFSHORE INVESTMENT – TAX FREE!
You can sometimes defer paying taxes, but you can’t  
avoid them. If you are persuaded to send your money 
overseas, it may be difficult, if not impossible to get it 
back if something goes wrong. Remember, the ASC only 
regulates those who are registered in Alberta to sell 
securities and offer investment advice. 

GREAT INVESTMENT OPPORTUNITY – YOUR FRIENDS 
CAN’T BE WRONG!
Yes they can! Many investment fraud victims are introduced 
to the scam by friends, family or co-workers. This approach, 
known as affinity fraud, relies on the trust you place in 
your friends and the fear of missing out on a “too good 
to be true” opportunity. Scam artists target religious, 
ethnic, or close-knit groups by befriending members of 
the organization in order to introduce them to a fraudulent 
investment opportunity. Those that initially get involved in 
the scam may see returns in the beginning and encourage 
others to invest. Always check out the individual or company 
offering you an investment opportunity, no matter how well 
you think you know and trust them.

INSIDER TIPS – PROFIT LIKE THE EXPERTS!
These scams are pitched as opportunities known only to 
a select few who are said to be making a lot of money. 
The scam artist may ask that you keep the details of this 
opportunity to yourself so you won’t have to answer hard 
questions from family, friends or financial professionals who 
might see through the scam. The scam artist convinces you 
that they have access to inside information that the general 
public does not have. You might be invited to a seminar 
where salespeople make misleading claims about a secret 
or exclusive technique for building wealth. Look carefully at 
what exactly is being offered and take your time to do your 
own research on the opportunity and the people offering it.

DON’T MISS THIS OPPORTUNITY – GET IN NOW!
Scam artists use this tactic to pressure you into making a 
quick decision and try to exploit your fear of missing out on 
a valuable opportunity. Take the time you need to research 
any investment opportunity, and get independent advice to 
ensure you are making an informed decision.

CELEBRITY ENDORSEMENTS, IT MUST BE LEGITIMATE!
Remember that looks can be deceiving. Just because a 
company or person has a professional looking website or 
claims to be endorsed by celebrities does not make them a 
credible company or person to invest with. No matter how 
good an investment opportunity looks or sounds, it’s always 
important to do your own research before you invest. 

Still unsure about an investment opportunity? Consult a 
registered financial professional or obtain independent 
legal advice before making a decision. Learn ways to 
research an investment opportunity with the ASC’s free 
online resources: 

 www.albertasecurities.com │ www.checkfirst.ca 
  ASC Public Inquiries: 1-877-355-4488 │ inquiries@asc.ca

  Red flags of  
investment fraud

Before investing, visit 

CheckFirst.ca
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Cyber security is the gift everyone needs. Whether you 
give or receive a new gadget, BE CYBER SAFE!

BEFORE
BUYING
ANYTHING:

Check security 
features

Read the 
privacy policy

Secure your 
home Wi-Fi



SMARTWATCH TABLET

T I P : T I P :
Read and understand the 
privacy policies of the apps 
and services you use

Only install apps from trusted 
sources such as your tablet’s 
official app store

Apps downloaded from 
untrustworthy sources may 
contain malware to steal your info

SMART TV

GAMING SYSTEM

SMART HOME 
ASSISTANT

Your camera and microphone could 
be monitored by hackers

An unsecured smart speaker 
may not protect your data

T I P : T I P :
Install a security shutter on 
the camera and mute the 
microphones when not in use

Oversharing could put 
your privacy at risk T I P :

Create usernames 
that do not contain 
personal info

Never allow the device to 
remember your passwords 
or credit card number

E N T E R TA I N M E N T

P E R S O N A L  D E V I C E S

Smartwatches may collect 
data about you, such as your 
location and sleep patterns



A R O U N D  T H E  H O M E

SMART 
LIGHTING

Your daily routine could 
be exposed to a hacker

T I P :
Keep your device secure by 
installing software updates 
as they become available

VIDEO 
DOORBELL

T I P :
Make sure you can set your own 
strong and unique password or 
passphrase for the device

KEYLESS LOCK

An unsecured smart lock could
let intruders into your home

T I P :
Choose a lock that requires 
more than one authentication 
factor to open

SMARTPHONE LAPTOP
You might 
download malware 
that steals your data

T I P : T I P :Never “jailbreak,” 
“root” or otherwise 
bypass security measures

Install anti-virus and 
anti-spyware software

Jailbreaking or removing the 
manufacturer’s software 
controls may make your phone 
more vulnerable to malware

P E R S O N A L  D E V I C E S

An unsecured video doorbell 
could be hacked, giving cyber 
criminals access to your doorbell’s 
camera or your home network
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GET MORE TIPS TO SECURE YOUR ACCOUNTS AND DEVICES AT

O N  T H E  G O
SMART 
CHARGERS 

Plugging in a foreign device to your 
network-connected smart charger 
could expose your data 

T I P :
Only use smart chargers with 
your own devices and turn 
chargers o� when not in use 

PORTABLE 
SPEAKERS 

An unsecured portable speaker 
with access to your network could 
be vulnerable to hacking 

T I P :
Disable any connections and 
turn o� device when not in use 

H E A LT H  A N D  F I T N E S S  
SMART 
FITNESS 
EQUIPMENT 

T I P :
Be careful connecting any of your 
social media accounts to your 
smart fitness equipment  

WEARABLE 
FITNESS 
TRACKER 

T I P :
Read and understand the privacy 
policy of any wearable fitness 
tracker or fitness tracking app 

A wearable fitness tracker 
could capture and transmit 
information you don’t intend it to

Smart fitness equipment 
or exercise machines could be hacked 
and expose your data 

Protect your devices, and yourself, and enjoy
#CyberSafeHolidays!

/cybersafeholidays



Happy Holidays

Grandparent scams: 
Targeting seniors, criminals will start a phone call with “Grandma/Grandpa? 

Do you know who this is?” Thinking it’s one of their grandchildren, the 

victim will respond and the fraudster will say they’re in trouble and ask for 

money. More tips here: cba.ca/grandparent-scam  

12

Gift card scams: 
Only purchase gift cards from reputable retailers. And don’t get scammed 

by demands for gift cards as payment for a bill or debt. More tips here: 

cba.ca/gift-card-demands-scam

11

Malicious mobile holiday apps:
Only download apps for your smart phone or tablet from reputable 

app stores and retailers. More tips here: cba.ca/fake-app-scam

10

Holiday SMSing: 
Never provide sensitive information through 

text messages and delete texts asking for 

account verifications.

9

Free WiFi scams: 
Avoid the temptation to connect to free WiFi while out holiday shopping or 

if you do, never enter personal or financial information as the connection 

may be run by scammers. More tips here: cba.ca/wifi-hotspot-scam

8

Shipping notification scams: 
Be suspicious of any shipping notification emails you receive that don’t look 

quite right as they may contain a virus. www.canadapost.ca has more tips. 

7

Phishing scams
Be on the alert for suspicious emails and texts that contain 

demands, threats and warnings. More on how to spot a 

phishing scam: cba.ca/how-to-spot-a-phishing-scam

6

5

Fake retailers: 
Reputable companies will only ask for credit card information once a 

transaction has been initiated. Stick to well-known retailers when shopping 

online. More tips here: cba.ca/online-shopping-scams-during-the-pandemic

4

Fake charities: 
The holidays are a time for criminals to take advantage of Canadians’ 

generosity. Before donating, check the Canada Revenue Agency's website 

for a searchable list of registered Canadian charities to ensure donation 
requests are legitimate.

3

#SCAM – social media scams: 
Be wary of phony contests and people pretending to be friends or 

family members asking you to send them money for the holidays.  

2

Romance scams: 
Scammers take advantage of those looking for partners, often 

through dating apps and social networks. Tips to avoid 

becoming a victim: cba.ca/avoiding-the-romance-scam 

1

Egg nog, twinkle lights and holiday scams. It’s that time of year again! 

From phishing scams to fake online retailers, it’s important to protect against fraud and keep your money and personal information 
safe this holiday season. 

Banks have multiple layers of security to protect your financial transactions and personal information. They also help educate 
Canadians on how to stay safe. Here’s a quick checklist of the 12 scams of the holidays to watch out for:

https://cba.ca/avoiding-the-romance-scam?l=en-us
https://www.canadapost.ca/cpc/en/home.page
https://cba.ca/wifi-hotspot-scam?l=en-us
https://cba.ca/online-shopping-scams-during-the-pandemic?l=en-us
https://cba.ca/fake-app-scam?l=en-us
https://cba.ca/gift-card-demands-scam?l=en-us
https://cba.ca/how-to-spot-a-phishing-scam?l=en-us
https://cba.ca/grandparent-scam?l=en-us


The Servus Advantage
------------------------

We are local and 
based in Alberta

Unlike banks, 

100% deposit 
guarantee

Profit Share: 

We share our 
Profits with our 

members

Year 2021: 

$54.6 million in 
profit shared with 

members

We are member 
owned and our 
members have 
voting rights

Local decision 
making to empower 

our communities

Nik Rajput, CFP                  Larysa Troyanovska, CFP
Investment Specialist        Investment Advisor 
nik.rajput@servus.ca larysa.troyanovska@servus.ca
(587) 223-4614                  (403) 613-2163

Butch Caston
Manager, Legacy branch
butch.caston@servus.ca

(825) 509-6186
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mailto:larysa.troyanovska@servus.ca
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